REMOTE BACKUP

QUICK START GUIDE
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1) Start by double click the execution file ﬁ you downloaded to launch the client backup program. The
application will start after a few seconds.
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Click “Next”.

2) Accept the license agreement and click “Next”. Select a destination folder or just accept the default location.
ISD recommends using the default location: C:\Program Files\Remote Backup Click the “Next” button to continue.
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3) Components will start installing automatically.

Aemete Backup Installation Wizard
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4) The ISD Remote Backup Client software will proceed to launch.

Remote
Backup
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5) Upon completion, you will need to register your system to the ISD server.
Notice also that a Backup Scheduler appears near the lower left of you screen. You may close this now by
clicking the “X” in it’s top right corner or simple leave it sitting out of the way. Click the “New Registration” button.
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6) If you have not yet received your account information from ISecureDat, enter “demo” for both the User ID and
password. Your agent’s information can be updated later when you do receive your account information. You can
download the pdf file “Updating Account Information” from this URL:
http://www.isecuredat.com/download/PDFs/Updating-Account-Information.pdf

Click the “Register” button to continue.
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7) Next is the question “Do you want to run the ISecureDat Remote Backup schedule each time Windows starts?”
Select “Yes” to enable. This will simply place an icon on your tool bar at the lower left of your screen. This means
the scheduler is running and will launch the automatic backup process at the specific time you have chosen.
Selecting “No” here means the system is not running and an automatic backup will not run at all.
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8) You will now be asked where you'd like to keep the Emergency Recovery File(s). Select “Yes” and keep them
in a private and secure folder or save them on an external device like a floppy or USB key. Keep this in a safe

location as well. It is recommended to perform both procedures by making a copy from the secure folder onto the
USB key.
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9) Upon saving your file(s) at the location you specified, you get a notice of where the key is kept and what to do
with it. Again, IsecureDat strongly recommends you make a backup copy of these recovery files and store them
off the hard drive. Keep them in a safe and secure place like a fire proof safe or at another location. You may also

consider using ISecureDat’s Free Key Retaining Service. Go to http://www.isecuredat.com/critical key.html for
more information.
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10) Next is the encryption type selection. ISecureDat’s default is AES 192-bit. This is probably secure enough for
most cases however, “Blowfish” is the most secure method of encryption. Please read-up on encryption types
before making any changes. Blowfish requires more resources on the local system than the others.

Go to: http://www.isecuredat.com/encryptions_options.html for a more detailed review of each encryption type
and how secure it is.
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11) IF you have opted to use an encryption system other than ISecureDat’s default such as “Blowfish”, you will
need to either makeup a key or allow the encryption type to generate a key for you. ISD suggests you use the

“Generate Key” option to generate the key as it is usually more secure than a user made one. Click “Generate
Key".

&Y 1SecureDat Remote Backup - Select Encryption Key

Impartant: There ane bwo ways to zelect your Encryption Key. The fisst iz to select a word
or phaase that pou can remember. For iiles on selecting pour encrption key, see the
section on S electing Your Enciipbion Key'' in Help File.

The second way iz to lef RBackup gensrate one for pou [more s=cure)

Encryption Method: | BLOWFISH ~
DES [Oniginal]

| . |DES [Standard)
Encryption Fey [ASCIT: TDES (Trinle-DES
AES [128-bil]
AES [192-hit]

AES [256-hif)
~Sedart Encmphion Method--

[ ] o

In HEAadecimal Nolation:




12) Select the number of characters to use in the encryption key. The more characters used, the stronger the
encryption key. The default is 16 which is sufficient for most situations. Click “OK”.
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13) When done, a display of the encryption key is shown. Notice the key is in both ASCII and HEXadecimal
Notation. HEXadecimal Notation is easier to enter manually if there is ever a system recovery needing to be
performed. Click “Apply”.
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14) Click “Yes” to accept the encryption key change
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15) You are now shown the results in a new window. It is highly recommended you print the document before
closing this window. You should also consider taking a screen shot of this window and save it at yet another
location such as on a different partitioned drive or on a USB stick as a .rtf file. Again, be sure all copies both
electronic and hardcopy are kept in a secure location. You may also want to consider using ISecureDat’s Free
Key Retaining Service. Go to http://www.isecuredat.com/critical key.html for more information.
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16) You are now ready to select files for backing up. This process will probably take some time as you don’t want
to backup everything and the “AutoSelect” will grab a wide range of files to backup. Programs, MP3 files, system
operation files et cetera are not good choices for backing up. To this end, you may want to select the files you
want backed manually therefore, you may want to download and review this file
http://www.isecuredat.com/download/PDFs/printer-extensions.pdf to see all possible extensions and the
applications they're used in.

If you did not close the “Backup schedule” window earlier, simply enlarge it now.
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17) When you start selecting files for backup, the parent folder(s) must be selected initially to allow selection of
the files within them. This applies to files within these folders you want to de-select as well.
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You need to be very careful with your selections here. If you select a folder on the left side, all files within it are
automatically selected. This would include .dlls (Dynamic Link Libraries) .exe files (execution files) et cetera,
many of which you would not want backed up. You would de-select these on the right side. This will probably take
some time, but what you're looking for are the critical and important files that make up your business. Avoid just
grabbing an entire folder and throwing it into the mix.

Most folders contain a lot of additional data and functional files that do not need backing up like those of the
actual application (program). These types of files are readily accessible from the original CD, download or other
sources. Additionally, backed up application files do not usually allow you to reinstall the application in a Windows
environment by simply putting them into a folder of the “All Programs” section. They require going through an
installation process so that your machine will know where they are by registration and how to access them for the
application to work. You should however back the application in its install form particularly if they were
downloaded and you don’t have an original CD/DVD. This would allow you to pull them off the server and reinstall
them if they become corrupted or lost. Be sure to backup the “installation Key” for each as well. This might include
your e-mail address, key number and/or other information.

Bear in mind also that image and music files require large amounts of space and many are already compressed
making them un-compressible any further for improving transmission speed or space usage.

There are two ways to select and de-select files and folders. As you go through the Windows Explorer like
environment, simple “Right-Click” the file or folder you're working with and click either the “Include” or “Exclude”
text option. (See image above).

The second option is to highlight the selected file or folder and click either the “include” or “exclude” icons near the
top of the tool bar. *ff|x

Once satisfied with your selection of files and folders for backing-up, created a file name that is pertinent to this
selection of files. You have the option of creating additional backup sets with different names which allows you to

segregate data to their respective departments, workstations or by date for archival purposes.
To save a file name, click “Files” and then “Save As”.



18) Now that you have your files selected and you have given the set(s) a named you can now look at the other
scheduling options available. Select the file you want to reschedule by selecting it from the drop down list of the
“Backup Set”. From there you can select Incremental, Differential, Full, or BitBackup. For a more detailed look at
the backup types and their general application, look at http://www.isecuredat.com/backup_types.html. Backup
frequency, days, times and other options can all be adjusted here.




19) The next step is to confirm you have communications with the ISD server. To check this, click the “Run” tab at
the top and then select the “Test Connection” from the drop down menu.

A successful test will look like the image below with check marks down the entire list.



20) After the successful connections test, it is recommended you do an initial backup even though it may be out of
your scheduled time. *CAUTION** DO NOT perform this backup if there is  more than 1 GB of data to be
backed up . You will need to perform a local backup through the system to a series of DVDs or to an external
hard drive via USB port or LAN drive. This would then be sent to ISD where the files (encrypted and compressed)
would be transferred to our server. This would be necessary for the initial backup only. All subsequent backups
would be via internet.

Please read 1) the first backup is huge. how do | do it?
Linkttp://www.isecuredat.com/faq_general.html#huge

and
2) can your software back up 20 gigabytes a night?
Linkattp://www.isecuredat.com/faq_general.html#20gig

A manual backup that can be performed from this location at any time if you just want to ensure your data base is
up to date. Activate the manually forced run by clicking the “Run” tab and selecting the “Run Now” option.

For additional details and information on the client remote backup system, please refer to the built in
documentation that was installed during setup. Get to these files by launching the system through the “Start/All
Programs/Remote Backup/Documentation” file or double clicking the ISD icon on the lower left tool bar.

This will open the main program as seen above. Click “Help” then “Help...” again.



You will be brought into a separate help window where you can review all aspects of your client application.

Removing Client Software:

To remove the client software from your system, use the “Add or Remove application” found in the "Control
Panel”. You may need to use your Windows Explorer to find the “C:\Program Files/Remote Backup” folder to

delete the last vestiges of the client backup application.



